Creating Secure Passwords

It's important not to underestimate the value of creating secure passwords for any internet sites you may access.  Weak passwords can be easily hacked which can lead to identity theft as well as a complete breech of privacy and confidentiality.

Litespeed Computer Care Inc. recommends following the guidelines/rules below to best protect yourself.

- Passwords should be at least 8 characters long. 

- Passwords should be a mix of letters (one capital), numbers and special characters where

  permitted.

- Special characters are ! @ # $ % & etc

- The most secure passwords are NOT words that are found in the English dictionary.  To 

   do this, spell words backwards or choose nonsense words that only make sense to you.

- Do NOT use words that are obviously related to you through public knowledge such 

   as current addresses, telephone numbers and names of family members etc.

- Passwords should NOT be the same.  This is especially true for any site where finance, credit

  or payment info is stored.  Litespeed Computer Care Inc. offers a free form for easily keeping

  track of all your passwords.  Do NOT store this form on your computer or device.

- Do NOT choose to have your computer or device store your passwords.  Yes, having your 

  computer or device remember passwords saves the few seconds it takes to log-on but this

  seriously exposes your password to attack and theft.  The program CCleaner is a free tool that

  effectively erases all stored personal password information and should be run after every

  internet session.  

- An effective anti-virus program like Webroot Security Essentials is also highly recommended.  

- Do NOT give your password out to anyone who does not follow these safe practices 

  regardless of their connection to you. 

- Do NOT respond to spam or phishing e-mail.  These are scams designed to lure you to fake

  sites that look familiar or identical to the real ones in hopes that you'll log-in, giving the 

  criminals your password in the process.

Here is an example of a secure password.  Lets say your favorite car was a Honda Accord

that you drove in 1986 when you lived at 42 Plain Road.  A secure password based on this information could be  86Drocca@42.  This technique can be applied to any information not found in the public record.

Avoid identity theft!  Be safe and always take cyber-security seriously.  

